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Abstract of the contribution: This contribution proposes a solution to encrypt the IMSI based on Elliptic Curve Integrated Encryption Scheme(ECIES).

1 Proposal

This solution addresses the key issue #7.3, and may stand on its own or act an enabler for other solutions that use public key encryption such as the ones in clauses 5.7.4.2 and 5.7.4.3. 
It is proposed that the text in the clause pCR be added to the TR 33.899.

2 pCR 

***
BEGIN CHANGES
***

	Note to the rapporteur: Following new reference items to be added to the reference clause.


[p]
V. Gayoso Martinez, L. Hernandez Encinas, and C. Sanchez Avila, “A survey of the elliptic curve integrated encryption scheme,” Journal of Computer Science and Engineering, vol. 2, no. 2, 2010. Available at http://digital.csic.es/bitstream/10261/32671/1/V2-I2-P7-13.pdf 
[q]
Ecrypt II. ECRYPT II yearly report on algorithms and keysizes (2011-2012). Available at http://www.ecrypt.eu.org/ecrypt2/documents/D.SPA.20.pdf
[r]
NIST Special Publication 800-38G, Recommendation for Block Cipher Modes of Operation: Methods for Format-Preserving Encryption (March 2016). Available at http://dx.doi.org/10.6028/NIST.SP.800-38G
[s]
Standards for Efficient Cryptography Group (SECG), Elliptic Curve Cryptography, SEC 1, version 2, 2009. Available at http://www.secg.org/sec1-v2.pdf 

[t]
A.W. Dent. Proofs of security for ECIES. Chapter III of Advances in Elliptic Curve Cryptography, pp 41–46, Cambridge University Press, 2005.

***
NEXT CHANGE
***

	Note to the rapporteur: All text is NEW. Therefore, for easier reading, track-changes are not present.


5.7.4.z
Solution #7.z: Encrypting IMSI based on Elliptic Curve Integrated Encryption Scheme (ECIES)
5.7.4.z.1
Introduction  

This solution addresses the key issue #7.3 "Concealing permanent or long-term subscription identifier" by providing a way to conceal the IMSI using public key encryption based on Elliptic Curve Integrated Encryption Scheme (ECIES). 
This solution may stand on its own or be an enabler for other solutions that use public key encryption such as the ones in clauses 5.7.4.2 and 5.7.4.3. The size of the message to send encrypted IMSI is in the order of 320 bits.
5.7.4.z.2
Solution details  

This solution is based on the Elliptic Curve Integrated Encryption Scheme (ECIES). The ECIES is a public key encryption scheme that uses Elliptic Curve Cryptography (ECC) and constitutes of various functions like key agreement, key derivation, hash, encryption, and MAC. The encryption function in the ECIES is symmetric; however, the key used in the encryption is generated using the ECC public/private key pairs of the communicating parties. 
The ECIES may also be taken as a so-called "hybrid" cryptosystem in the sense that it can be used to encrypting the keying data. In a traditional hybrid cryptosystem, the information data is actually encrypted using a symmetric encryption, but the keying data (used in the symmetric encryption) is encrypted using the asymmetric encryption. The ECIES is flexible in the sense that it can be used either similarly as a traditional hybrid cryptosystem to encrypt the keying data or to encrypt the information data using the keys derived from key agreement and symmetric encryption. The solution does the later, i.e. the information data, which is IMSI, is encrypted.
The SECG SEC1 specification [s] may be referred for the description of the ECIES along with the cryptographic primitives that are used in the ECIES. The authors of [p] have summarized the list of functions in the ECIES as specified in more than one standards including ANSI X9.63, ISO/IEC 18033-2, and SECG SEC1. The SECG SEC1 specification [s]  and the report from ECRYPT [q] state that the ECIES is secure to be used with key size ≥ 256.
The encryption and decryption process of this solution are illustrated in Figure 5.7.4.z.2-1 and Figure 5.7.4.z.2-2 respectively. 
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Figure 5.7.4.z.2-1: Encryption at the UE side (based on ECIES) 


[image: image2.emf]I

N

P

U

T

D

E

C

R

Y

P

T

I

O

N

O

U

T

P

U

T

Key agreement* 

(e.g. ECDH 

primitive)

Shared 

key

Key derivation 

(e.g. SHA-2)

Ephemeral 

encryption key

Decryption 

(e.g. AES / XOR)

Ephemeral ECC 

public key of UE

Private ECC key 

of home PLMN

MSIN

MCC/

MNC

Encrypted 

MSIN

MCC/

MNC

* see description


Figure 5.7.4.z.2-2: Decryption at the network side (based on ECIES)

This solution has followings specifics:

1) In the ECIES, the Elliptic Curve Diffie-Hellman (ECDH) primitive shown in the diagram is basically used to generate a shared key from a private key owned by one party (UE or home PLMN) and a public key owned by another party (home PLMN or UE). The ECDH is a variant of the well-known Diffie-Hellman key agreement protocol using ECC. 
2) The public keys used in the ECDH can be either static (but trusted) or ephemeral. The solution is compatible with both. 
3) When the public key of only one of the parties is static (but trusted), there is no need to run the full DH exchange and therefore, the other party is able to send the encrypted information data directly in the first message. For example, when the public key of the home PLMN is already available to the UE (e.g. solution in clause 5.7.4.3), the UE is able to send the encrypted IMSI in the very first attach request. In other words, the public key of the home PLMN is static (but trusted) while the public/private key pair of the UE is ephemeral. 
4) However, the solution is also compatible with a full DH exchange, for example to be used with the solution in clause 5.7.4.2, where the UE has some way to obtain and verify the public key of the network.
5) The symmetric encryption key is ephemeral, because at least the public/private ECC keys of the UE are always ephemeral, which means that different keys are used to encrypt the same IMSI at different times. 

6) The size and format of the encrypted MSIN can be kept the same (which is 40 bits at max with 0-9 digits) for example, by using format preserving encryption (FPE) (e.g. FPE using AES as described in [r]). If format is not an issue, the size of the encrypted MSIN can be kept the same (40 bits) for example, by using block cipher in stream mode (e.g. AES in CTR mode). Since the encryption key is ephemeral and used only once, the XOR function is equally suitable alternative to the AES. The XOR function provides support for size and format preserving as well.
7) The MAC function which is also provided by ECIES is proposed to not be used because the keys of the UEs are ephemeral and therefore an integrity tag does not serve any necessary purpose. The extra benefit is that the size of the message is also decreased. 

As shown in Figure 5.7.4.z.2-1, the size of the output includes the ephemeral public key of the UE in addition to the encrypted IMSI. When a 256 bits elliptic curve with point compression is used, the size of the ephemeral public key that needs to be transferred is 256 bits plus sign indication. The IMSI is 15 digits at max or 60 bits at max in BCD encoding (i.e. MCC/MNC is 24 bits long at max and the MSIN is 40 bits long at max). Therefore, the total size of the encrypted IMSI message is in the order of 320 bits.
Editor's Note:
Only the EC curve, the underlying field, and the ECIES functions that are proven to be secure shall be used. Whether the EC curves, the underlying fields, and the ECIES functions are standardized by 3GPP or not is FFS.
5.7.4.z.3
Evaluation 

a) The solution is well-proven and actually has a formal security proof, see e.g. [q, t].
b) The solution may stand on its own or be an enabler for other solutions that use public key encryption such as the ones in clauses 5.7.4.2 and 5.7.4.3.

c) The ECIES uses elliptic curve cryptography (ECC) which is good choice for mobile devices because of faster computation time (meaning longer battery time) and shorter key size (meaning less radio resource). 

d) The solution supports preserving the format and the size of the encrypted MSIN.

e) The size of encrypted IMSI is in the order of 320 bits. At a first sight, sending 320 bits over the air might appear as a problem. But, it is not a problem because:

-
It is a fair assumption that similar to the current LTE system, the NR might as well have size restriction for the messages that are transferred in RACH and SRB0 (c.f. LTE RRC connection request) due to physical layer transport block size. But, note that it is the S-TMSI that is transferred in SRB0 (c.f. LTE RRC connection request). 

-
The IMSI, however, is neither transferred in RACH nor SRB0 (c.f. LTE RRC connection request). The IMSI is transferred after a radio resource is assigned to the UE (c.f. LTE NAS Attach Request tunnelled in LTE RRC connection setup complete message). The LTE RRC connection setup complete message is transferred in SRB1 with RLC AM that supports segmentation. 

-
Therefore, the size of encrypted IMSI is not limited by the physical layer transport block size.  

f) The solution does not use a tag unlike in normal ECIES. There might be concerns that an attacker:

-
guesses valid IMSI and sends it encrypted: The scenario is same as today in case of plain-text IMSI. The network will send authentication challenge to which the attacker cannot provide valid response. 

-
captures an encrypted IMSI over the air and replays it: The scenario is same as today in of plain-text IMSI. However, the network may keep track of the IMSI and its encrypted values or the ephemeral public key that were used in the past. Or, the SQN value may also be used since it is supposed to be changing after each authentication.

g) The solution provides identifier privacy at the cost of additional computational overhead in the core network function that does the IMSI decryption. However, since the encrypted IMSI itself is random every time, no additional complexity is required in the core network function for generation and management of separate temporary identifiers such as pseudonyms. Having said that, the solution is also compatible to be used along with pseudonyms to save radio resources, such as the one in clause 5.7.4.3. 
h) It is also worth noting in general that the number of bogus attach-requests that an attacker can send to the core is limited by the physical radio resource. For example, in case of LTE, the number of RACH requests, necessary to get the UL grant, is limited by the physical radio resource allocated for RACH, i.e. PRACH configuration. 
***
END OF CHANGES
***
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